





The Anti-Counterfeiting Group
Campaigning Against the Trade in Fakes

People are smuggled into the West by the Chinese
Snake-head gangs, and huge crackdowns haven't
yet stemmed the flow of illegal immigrants and fake
products to the US and Europe.

The deaths in 2004 of the illegal Chinese immigrants
picking cockles in Morecambe Bay tragically highlighted
the problem; two of those involved were found to have
links with IP crime operations (fake DVDs).

And exploitation of children by the
makers and sellers of fakes - as
workers in illegal factories and as
runners and lookouts in local
markets - expose them to crimi-
nality at an early age. So what more can be done?
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The UK IP Office is leading a multi-stakeholder pro-
ject - the IP Crime Group - to create a national
strategy for IP rights enforcement. There is similar
commitment at European level, while some of the
new Member States still struggle to create effective
IP protection, and the EU borders move eastwards,
making it easier for fake goods to enter and then
move freely around an ever-expanding zone.
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The US Government is equally committed and is
partnering the EU Commission in various interna-
tional initiatives, some of which are tackling the
production source of many fake products - China.
Intelligence-sharing via secure websites, building
international databases, creating public-private
partnerships, training and multi-agency collaboration
will all help to co-ordinate the effort. In the end, it
always comes down to resources, with industry, law
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enforcement and governments trying to juggle their
many commitments. The biggest single challenge
[/ mm now is the Internet, which
/ \z offers untold opportunities to
. major criminals who, for

' example, recruit sellers on

\ eBay to provide the outlets
Ll for millions of fake products

funding their other crimes. Individual consumers
can order practically everything they want on the
Internet. It's risky enough to buy 'designer' goods via
auction sites (as they are likely to be fake) but it's
madness to order pharmaceutical products from

LINKS BETWEEN COUNTERFEITING
AND OTHER SERIOUS ORGANISED CRIME

unaccredited sources on-line.
Yet many people do, and it's
an extremely profitable new
method for supplying fakes in
huge quantities, with little
chance of detection.
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Pursuing someone who has sold
you a fake is even more difficult
on-line than it is in the traditional
marketplace. Finding and prose-
cuting them is equally difficult
for law enforcement. New
technologies can help with many
Internet investigations, and ACG
has several of the top forensic
specialists among its members.
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Trading standards services in the UK (in each local
authority, responsible for enforcing IP crime laws)
are updating their methods and co-ordinating their
operations, for example bringing successful
prosecutions against eBay sellers who are operating
within their localities.

Terrestrial border controls, as they currently operate,
can do nothing to intercept fakes which are flying round
the world in cyberspace.

Counterfeiters love the Internet, for its speed,
its reach and its anonymity.

But this needs to be a global enforcement effort;
many websites are located in other jurisdictions,
and the goods ordered are often then shipped from
yet another country.

We've come a long way since 1980, when ACG was
founded, and there wasn't even a modern Trade
Marks Act. Everyone is beginning to realise the
scale of the problem - for example, fake pharmaceu-
ticals have started appearing at the retail end of the
supply chain in the UK, and are freely available on
the Internet - so governments are making more
plans for collaborative action, both with industry and
with their counterparts in other countries.
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Unfortunately, not all countries take the problem as
seriously as they should - third countries still tend to
be the producers and Western countries the
consumers, which means that inevitably they tend to
have very different attitudes to counterfeiting.

And the fakers are extremely intelli-
gent, resourceful, well-advised and
efficient everywhere they operate.
They have plenty of funding for
what they want to do, and they are '
ahead of the game. —

Different ways of planning and allocating resources

are needed, which will put many of the big criminal
players where they belong. This would also help to
address other major criminality, where the same
players are involved.

With adequate resources, the very same things which
make counterfeiting easy can be turned against
the fakers.

GET REAL...
Don’t Buy Fakes!

e Counterfeits
are Dangerous

eFakes Fund Crime

e Counterfeits Cost
Jobs

e Counterfeits are
Rip-Offs

e Counterfeiting Kills

e Counterfeits are
Everywhere
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Traditional investigative methods, starting at the
'head of the snake' and moving up the supply chain
to reach the power behind the operation, can no
longer be employed in isolation.

Instead, we need to use the very same elements of
counterfeiting which make the crime easy to commit,
in order to beat the fakers at their own game.

Technology, communication, global collaboration -
all the things which counterfeiters build into their
business plan - can be turned against them.

This 'crime of the 21st century' threatens all of us,
whether we buy fakes or not. Consumers don't
mean to be funding organised crime - but they are,
and it must stop.

For further information
visit: www.a-cg.com
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